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The Y1092 in the machine

Cybercrime is big business — and perhaps nowhere
more so than in China, where many attacks
were tnitially motivated by nationalism and others

allegedly sanctioned by the Chinese government
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wasn't until Sunday of last week that Scott Henderson knew he’d been duped.
The former US army intelligence officer, along with his colleague “Jumper”
had been tracking an alleged Chinese hacker, nicknamed Lost33, who had
promised him an interview. “Lost33 did not make contact with Jumper last
night. In fact, it seems he spent the night changing his QQ number” — QQ is
a popular Chinese instant messaging service — “and deleting all info from

his blog. The Web site is now completely empty, except for a change to his
personal data,” said Henderson on his blog (bit.ly/darkvisitor).

Henderson had been tracking Lost33 after his e-mail address — losttemp33@hotmail.
com — turned up in an investigation called GhostNet (bit.ly/ghostnet2). GhostNet
started when Information Warfare Monitor (IWF, bit.ly/infowar), a team of cyberwarfare
researchers created by the University of Toronto and the Canadian security think tank
SecDev, had been asked to conduct a security audit for the Tibetan government in exile. It
had found malicious software on the Dalai Lama’s most sensitive computers.

The investigation found links back to command and control servers located mainly in
China. From there, the IWF found infected computers under the control of those servers
in 103 countries. They identified roughly a third of them, and found them all to be sensitive
computers in organizations important to Chinese interests, including numerous embassies,
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Tracking an electronic
espionage network

Information Warfare Monitor (IWF), a team of researchers from the
University of Toronto and the Ottawa-based think tank SecDev,
summarized its report on GhostNet, a vast cyber-spying ring that
has infiltrated computers and has stolen documents from hundreds
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telecommunications companies, and even Vietnamese petroleum firms. Just as Lost33’s ) Firewal| of government and private offices around the world, including
identity and motives are shrouded in mystery, the final link between GhostNet and the That's the No. T fine of def; those of the Dalai Lama, in Tracking GhostNet: Investigating a Cyber
Chinese government is also lacking. deadbolt o your front do €nse — the €quivalent of 4 | Espionage Network. IWF said that while its analysis points to China

Ostensibly, this looks like a state-sponsored cyber-spying ring. Especially when you read and continuing with Vista (t)kr] Starting with Windows xp \ as the main source of the network, it has not conclusively been able
the part of the report in which a member of an online Tibetan outreach project was detained INcows js actually pretty g e free firewal| supplied with to detect the identity or motivation of the hackers. The reportis

available online at www. tracking-ghost.net.
| Two Cambridge University computer researchers who worked on
part of the IWF investigation related to Tibetan exiles, Shishir Nagaraja

for two months and interrogated by Chinese officials. They presented her with copies of her
Internet chat logs. The project’s machines were compromised by the same malware that
filched the Dalai Lama’s files, and communicated with the GhostNet control servers.

' Since it's built into Win

Will interfere vy dows, there js

o ' little chance ;
! € Operation of your comput Tok
ure your firewy;)[ i o

But there could be other motives and actors, says the IWF. GhostNet could be a ,k”OVV how to 9o about th IS turned on If you don’ and Ross Anderson, summarized their findings in an independent
for-profit initiati d by cyber-criminals. It could b df ide Chi Into your w; at, just type GOt ' - Soci ' ‘
or-profit initiative, operated by cyber-criminals. It could be operated from outside China, your Windowys search Ype the worg firewall” 1 report, The Snooping Dragon: Social Malware Surveillance of the Tibetan
using compromised Chinese computers as proxies (one of the control servers — also the enu | Movement. Unlike the IWF report, The Snooping Dragon states that
ﬁrsE to be‘shut. down when ‘GhostNet was discovered — was based in the US). T NAT / “agents of the Chinese government” were behind cyberwarfare attacks

Even ‘patriotic hackers’ could be acting on the}’r own volition, or with the tacit approval WaOSe letters stang fo, Network Ad l on the Dalai Lama’s “computing infrastructure.” An abstract of the

of their government, as operators of the GhostNet,” says the IWF report. The problem NLTo know hoyy jt works dress Translation (¢ you reportand a link to a PDF version are available online at www.cl.cam. !
is that all of these things are happening in China anyway. Henderson says that patriotic com/ehmmh, o + 9010 this Web adgres. tinyur| ac.uk/techreports/UCAM-CL-TR-746.html.

hacking has been a mainstay of the Chinese hacking underground since the mid-1990s.

After the Internet arrived in China in 1994, people began experimenting with the
technology, and in 1997, the Green Army hacker group was formed. This gave way to the Red
Hacker Alliance, a loosely connected set of groups that emerged after the Jakarta riots of
1998, when Chinese nationals were accused of destabilizing the country. Indonesian Web sites
were defaced by outraged Chinese hackers, and a nationalistic movement took on force.

Since then, for-profit motives have emerged. “The history has changed from being a
group wanting to protect the motherland, to being specialized hacker groups that are
there for the purpose of making money,” Henderson says. Now, for example, hackers have
broken the rule of thumb that prevented them from attacking Chinese IP addresses. That
wouldn’t have been appropriate when cyber-attacks were motivated by nationalism. Now,
in the age of commercialized cybercrime, anyone is fair game.

Zhao Wei (i), co-founder of the Chinese Anti-Malware Alliance (H1E5CEE# BT,
has been battling against the hacker underground since 2006. He says that hackers in China
are growing in number, due in part to the economic downturn — and that Chinese nationals
are just as vulnerable to poor security in Chinese cyberspace.

“At least 20 million people in China lost their jobs, and after they spend all of their
money ... then they may turn to cybercrime,” says Wei. He adds that the online crime wave
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In addition to phishing and hacking Web sites, Chinese hackers have also exploited
flaws in local third-party applications, which are often badly written, Wei says. China,
known for its lax view of intellectual property, is rife with pirated copies of Windows
software — local companies now provide their own security update services for the
company’s software, he says.

So what are Chinese hackers looking for on their victims’ machines? Much the
same as hackers outside the country, but online games accounts are also targeted, and
World of Warcraft, the most popular multiplayer game worldwide, is a particular prize.
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says that targeted attacks are a signature technique perfected by Chinese cyber-
criminals. They will conduct extensive research on an organization to understand which
individuals work there and how they're related.

“What we have seen is very specific malware. They’ll be looking for people using a

certain version of Word,” says Dwyer. The GhostNet report demonstrates how hackers fOOmdpegple
persuaded victims to open infectious files by attaching them to e-mails supposedly from Y " udon’
people they knew. ow.

Now the

“We also see the use of zero-day or file format type exploits [malware applications],”
confirms Dwyer. “In particular, we watch a group called Phantom. They're very public
about what they do. What they typically don’t do is use [the exploits] themselves. They
sell them for others to use.”

This trend of selling exploits on the open market is now gravitating toward selling
toolkits. SecureWorks has identified a new kit — Leopard in a Hole — that automates
the kind of SQL injection attacks for which Chinese hackers have become famous.

This time last year, Chinese hackers compromised tens of thousands of Web sites
with malicious JavaScript. Versions of Leopard in a Hole that essentially allow
non-technical attackers to do this with a just a few mouse clicks have been found on

Top right: This Federal Bureau of Investigation computer screen
image shows an online forum called Dark Market, which tells users
where to buy skimming devices to penetrate bank accounts, how
to distribute malware through spam and buy stolen credit cards,
among other things.
Above: The Canadian academic researchers who are reporting on
the spying operation dubbed GhostNet include, from left, Ronald
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sale for up to US$500. Online crime is now big business.
In all of this, one unanswered question remains. Who was responsible for
GhostNet? “It’'s convenient to have privateers. People who are given the king’s
warrant to act on his behalf, but who are kept at arm’s length,” says Rafal Rohozinski,
principal analyst at the IWF and co-author of the report. He likens cyberspace to the high
seas of old, which were populated by what amounted to freelance warships sanctioned by
the state. “I think these are third-party actors. Whether they're deliberately commissioned,
protected or allowed to raise money from other activities that are overlooked, I don’t know.’
In China, more than perhaps anywhere else in the world, there is a bountiful supply of
such cyber-swashbucklers. Who knows how many other treasure chests people may have
buried in the world’s networks — or whether we will ever be able to prove the true identity
of those that put them there?
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Deibert, Greg Walton, Nart Villeneuve and Rafal Rohozinski
Left: Nobody is safe from being hacked, not even the Dalai Lama.
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